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Tactical Evolution in the European Theater

LESSONS LEARNED ABOUT

RUSSIAN EW

Direct insights from Ukraine’s frontlines




BACKGROUND

e Computer Hardware Engineer by background

 Former foreign volunteer in the Ukrainian
military, served as drone pilot, EW officer and
worked on technology

 Founder of Omira Systems, drone warfare
advisor



THE SITUATION IN URRAINE

* Jammers are everywhere, almost every unit and vehicle is equipped with one
* Every Ukrainian soldier receives a course on EW during basic training
 EW touches on every aspect of warfare, from drone warfare, troops coordination and even logistics

 The spectrum is so congested it’s almost unusable, the Ukrainian and Russian militaries are moving away from
it, using fiber optic drones, WW?2 wired phones, wired internet and lasers as some examples of fallbacks.

* Lack of EW coordination exacerbates the problem, EA fratricide is borderline a bigger issue than enemy EA




WHAT DOES THIS MEAN FOR US

* We can no longer rely on our existing radios,
frequency hopping within a fully jammed section of the spectrum won’t work

* We need to re-write the spectrum rule book for wartime use, when the Russians came they didn’t ask the
Ukrainians what frequencies are they allowed to use

 The questions we need to ask ourselves:
- How can we conduct combined arms warfare if we are denied real time comms?
- Can our logistics deliver the right supplies at the right time and place if we don’t have GPS navigation?
- And many more...

 Testing. Western ranges are slow, expensive, and outdated vs Ukraine which is rapid, real, and free.
Companies that go to Ukraine are succeeding, we must encourage a lot more real battlefield testing.
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CONCLUSION

THERE IS A NEW REALITY OF WARFARE OUT THERE
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