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Å Mission: The Directed Energy Professional Society (DEPS) 
was founded in 1999 to foster the research, development, and 
operational transition of Directed Energy (DE) technologies, both high-
energy lasers and high-power microwaves for national defense and civilian 
applications through professional communication, education and outreach.

Å Vision: We are the premier professional organization for the advocation 
and exchange of information between academia, industry, service 
laboratories, and the warfighters, while continuing to develop and support 
the next generation of scientists and engineers in the technical fields of 
Directed Energy.

Å Engagement: We hold multiple annual national and international technical 
conferences and workshops for the community:

Å DE Systems Symposium 2025, 
December 15-18, Monterey, CA

Å DEPS/ITEA Test & Evaluation Joint Conference,                                                        
February 2-5, 2026,  Albuquerque, NM

Å For More information: https://www.deps.org 
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ÅSmall Unmanned Aircraft Systems (sUAS) Threat Evolution

ÅConventional Counters to sUAS Threats

ÅCountering sUAS with Directed Energy Weapons (DEW)

ÅVignette: Swarm Attack on Airport

ÅSummary
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Bottom Line Up Front

Å Advancements in sUAS and counter-sUAS tactics, autonomy, and capabilities are rapidly evolving 

and are increasingly available to both military and non-military users (for the foreseeable future)

Å Artificial Intelligence (AI) advancements are leading to greater, more-intelligent, more lethal 

swarms, with autonomous decision-making offering increased adaptation, faster and more dynamic 

response times, and greater resiliency

Å June 2025 Ukraine Targets Russian Airfields in Major Drone Attack: demonstrates that UAS 

threats can present anytime, anyplace, with devastating effect

Å Electronic Warfare (EW) and Directed Energy Weapons (DEW), when integrated with kinetics and 

appropriate sensor networks, offer a robust, cost-effective, and sustainable response

Å AI will be required to reduce timelines for threat identification, weapon-target pairing, engagement, 

and effectiveness determination
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sUAS Threat Evolution

òIt is not the strongest who survive, but the most adaptable.ó
             - Darwin, FPV drone pilot with Ukraineõs ôAchillesõ battalion of the 92nd brigade 

https://www.abc.net.au/news/2023 -04-01/fpv -racing-drone-kamikaze-attacks-ukraine -russia-war/102155702; https://youtu.be/IO4_fzKi ycA; https://apnews.com/article/russia -ukraine -moscow-drone-attack-6014e06e35df54240a91e09d9ef45628 
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UAS Operations in Recent News . . .
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ÅSudan : Repeated drone strikes in Port Sudan damaged key infrastructure 
across Sudanese aid hub, disrupted humanitarian operations, and placed 
civilians in danger (2025)

ÅUnited States : US Border Agents Now Face Drone Bombs Threat (2025)

Å Israel : Iran launches over 300 drones, ballistic missiles, and cruise missiles in 
a single strike against Israel (2024)

ÅUkraine : first-person view (FPV) drones revolutionizing modern warfare 
(2023)

ÅRed Sea: Houthis conducting hundreds of missile and UAV attacks to disrupt 
a critical shipping lane (2023 to present)

ÅHamas : small drones eliminated Israeli defense observation towers, cameras, 
and communications during the Hamas invasion on October 7th (2023)

ÅSouthern border : cartels sending 1,000 unmanned drones across the border 
every month; smuggling, surveillance, and for creating diversions (2023)

https://news.un.org/en/story/2025/05/1163446; https://san.com/cc/internal -cbp-memo-warns-agents-of-new-threats-from -mexican-cartels-reports/; https://www.cnn.com/2024/04/13/middleeast/iran -drones-attack-israel-intl -latam/index.html; 
https://www.theguardian.com/world/live/2024/apr/13/iran -launches-drone-attack-against-israel?filterKeyEvents=false&page=with:blo ck-661b5a578f087ec9b85353e6#block-661b5a578f087ec9b85353e6; 
https://www.nytimes.com/interactive/2024/01/20/world/middleeast/houthi -red-sea-shipping.html; https://www.reuters.com/graphics/U KRAINE -CRISIS/DRONES/dwpkeyjwkpm/; https://thebulletin.org/2023/11/how -hamas-innovated -with -drones-
to-operate-like-an-army/; https://www.newsnationnow.com/us -news/immigration/border -coverage/border -agent-cartels-using-drones/; https://aviationweek.com/defense/missile -defense-weapons/diu -moves-forward -anduril -zone-5-c-uas-push
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sUAS Threat Capability Development

ÅWhy sUAS?

ÅPsychological; highly effective when combined with social media

ÅInexpensive, highly portable/adaptable, widely available commercial systems 

ÅApplications include: 

Å Filming propaganda videos

Å ISR (scouting enemy positions)

Å Command and control (guiding indirect fire)

Å Direct attack (ordnance delivery and kamikaze)

Å sUAS threat evolution is an iterative process to purchase or modify technologies to counter existing defenses; 
similar to ñImprovised Explosive Devicesò campaign that emerged in Iraq and Afghanistan in 2003

Observed sUAS Development Implementation Timeline 

Oct 2014

Initial ISR 

capability

Jan 2017

Propaganda video depicts 

dropping bombs on Coalition

Jan 2018

Armed Swarm attacks 

Russian base in Syria

Summer 2023

First Person View (FPV) 

kamikaze drones introduced 

Future: Increased range, payload capacity, 

precision, autonomy, swarming, intelligence

September 2023

AI assists target identification

(ñ30 seconds detect to destroyò)

http://www.icsve.org/brief-reports/the-potential-threats-posed-by-isiss-use-of-weaponized-air-drones-and-how-to-fight-back/;
https://csis-website-prod.s3.amazonaws.com/s3fs-public/2025-09/250916_DSD_War_ModernBattlefield.pdf; 
https://www.linkedin.com/pulse/how-transformation-takes-from-basic-drones-military-grade-yogesh--kx4jf/ 7DIRECTED ENERGY PROFESSIONAL SOCIETY- DISTRIBUTION A/ Public Release



Autonomy Technology Advancements

ÅIntelligent ñDrone SWARMò technologies 

Å2016: Intel able to control a 500-drone lightshow with one laptop

Å2016: Three F/A-18's launched 103 Perdix micro-UAV drone swarm

Å2017: A film produced by UC-Berkley and the Future of Life Institute, 
illustrating 'slaughterbotsô with AI could be used to kill people

Å2022: Chinese scientists demonstrate swarm communications and data 
sharing among formations; enhanced navigation and human target tracking 

Å2025: 15,947 synchronized drones in China (Liuyang)

ÅAutonomy  and Machine Learning , takes away need for direct control

http://www.nextbigfuture.com/2017/02/oncoming-drone-swarms.html, http://www.foxnews.com/tech/2017/01/10/video-shows-fighter-jets-launch-swarm-tiny-drones.html; https://dronecenter.bard.edu/weekly-roundup-5-7-18/; 
https://www.guinnessworldrecords.com/world-records/; https://www.mirror.co.uk/news/uk-news/how-slaughterbots-could-become-terrifying-12041155; https://www.techradar.com/pro/china-smashes-drone-display-world-record-nearly-16-
000-drones-take-to-the-sky-in-incredible-display; https://www.airandspaceforces.com/allvin-drones-new-tech-reinvention-airpower-air-
force/#:~:text=%E2%80%9CThe%20changing%20character%20of%20war%20is%20coming%20upon,will%20force%20a%20rethink%20of%20airpower%2C%20Allvin%20said.

Fighters deploy 103-
drone swarm

2017: Slaughterbot Video

2016: SCO Swarming Drone Project

Imagine a world where capability developments previously 

discussed are combined with these technology advancements
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ñAngel Has Fallenò Drone Swarm is Fielded Today
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ÅCETC, a state-owned Chinese company, released a video 
showing the successful test of a óbarrage swarmô that 
launches 48 attack drones to saturate a target. It is 
described as the first practical Chinese swarming drone 
system.

Å The kamikaze drones carry high-explosive warheads, 
potentially powerful enough to destroy tanks and other 
armor.

Å The video shows the operator tapping on a target from the 
droneôs-eye video displayed on a tablet computer, which the 
drones then home in on (GCS implementation).

ÅSequence closely resembles the drone attack presented in 
2019 Hollywood film Angel Has Fallen.

https://www.forbes.com/sites/davidhambling/2020/10/14/china-releases-video-of-new-barrage-swarm-drone-launcher/?sh=2deced722ad7; https://www.globalsecurity.org/military/world/china/ch-901-pics.htm

Rainbow CH -901 / BG-201 Suicide Drone Launcher: 

Developmental Chinese weapon system

Screenshots of Hollywood depiction taken from movie 

ñAngel has FallenòDIRECTED ENERGY PROFESSIONAL SOCIETY- DISTRIBUTION A/ Public Release



Drone Swarm Communication Architectures 

Drone swarms can create significant mission advantage

Ground Control Station (GCS) Architecture

Distributed 

Communications 

Architecture 

(DCA)

Å Swarm  - coordinated group of drones, typically designed to operate 
together as a single, unified system to perform a task

Å Functions like a collective brainðeach drone communicates, adapts, 
and acts in relation to the others

Å Draws inspiration from nature, like how flocks of birds or schools of 
fish move in perfect harmony

Å Able to operate collectively and autonomously

Å Swarm capabilities affected by communications architecture:

Å Ground Control Station (GCS) Architecture: typically ñOperator in/on the Loopò
Å Operator involvement limits response times in dynamic environments for 

complex swarms

Å Distributed Communications Architecture (DCA): creates ñmesh networksò to 

enable ñOperator out of the Loopò
Å AI/ML provides increased flexibility with reduced response times
Å Resistant to mission failure through rapid drone re-tasking

Å Current sUAS swarms are primarily GCS architectures (e.g., light 
shows); future developments point towards DCA swarms

10

Operator

sUAS Swarm
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Å ñBird-oid Objectò (BOID) Model: behavioral model simulates flocking behavior of birds;  

objects follow simple geometric rules to create realistic ñflockò representations; model informs 

real-world UAS swarm development.

ÅñLeaderò ï [High-Value Units] responsible for critical decision-making

ÅñWingmenò:

Å Contribute data to Leader for decision-making 

Å Safeguard the group from potential threats

Å Deliver desired effects (e.g.: deny, degrade, deceive, destroy)

Å BOID incorporates cooperative and autonomous swarming policies:

Å Separation:  prevents collision

Å Alignment:  steers towards average heading of neighbors/overall swarm

ÅCohesion: moves towards average position of neighbors

Å Following: Wingmen maintain trajectory with Leader

Å DCA enables inter -flight  coordination and collaboration (sensors: RF, EO/IR, others) 

Å Station keeping tools include sensors, inertial navigation, GPS, others 

DCA-Enabled Future Swarming Formations

DCA enables coherent swarm formations with dominant ñLeaderò participation

Legend:

Heading 

Following

Cohesion

Separation

https://www.mdpi.com/2079-9292/14/5/994

Wingmen
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Drone Swarm

Leader
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ñUkraine has begun using AI-powered drone swarms 
in combat against Russian forces, marking a significant 
step in modern warfare technology. According to The 
Wall Street Journal report, Ukrainian forces are 
leveraging software developed by local company 
Swarmer that allows groups of drones to 
coordinate , communicate , and adapt their actions 
independently of direct operator control .ò

https://www.sciencenewstoday.org/15-most-incredible-uses-of-ai-in-military-technology; 
https://www.armyupress.army.mil/Journals/NCO-Journal/Archives/2025/September/Artificial-
Intelligence-and-Future-Warfare/; https://militaryembedded.com/ai/cognitive-ew/from-swarms-to-
digital-twins-ais-future-in-defense-is-now; https://innefu.com/how-ai-is-useful-in-the-military-11-game-
changing-applications-in-modern-warfare/; https://ts2.tech/en/artificial-intelligence-in-the-military-how-
ai-is-reshaping-the-future-of-war/#google_vignette; https://dronexl.co/2025/09/03/ukraine-ai-powered-
drone-swarms/

Potential AI Contributions to sUAS Swarms

AI capabilities are contributing to robust ñswarm 

intelligenceò

Å Autonomous Decision -Making : Enables individual UAVs to assess 
local conditions and act without centralized control

Å Collaborative Behavior Modeling : Uses reinforcement learning and 
multi-agent systems to coordinate swarm actions like formation flying, 
area coverage, or target engagement

Å Dynamic Task Allocation : AI algorithms assign Wingman roles (e.g., 
sensor, shooter, jammer) based on mission needs, platform 
capabilities, and real-time conditions (Agentic AI)

Å Resilient Communication and Routing : AI optimizes DCA networks 
and adapts to jamming or node loss, maintaining swarm cohesion and 
data flow

Å Sensor Fusion and Target Recognition : Combines inputs across 
platforms to enhance situational awareness and enable distributed 
target classification

Å Adversarial Adaptation : Learns and responds to enemy tactics, 
including deception or counter-swarm measures, using predictive 
modeling

12DIRECTED ENERGY PROFESSIONAL SOCIETY- DISTRIBUTION A/ Public Release



Swarm Intelligence

Swarm intelligence, often seen in nature, offers the potential for increased coverage, faster 

response times, scalable effects, and greater resiliency

Possible Reaction To a ThreatSwarm Attack Geometry 

*

Fortem DroneHunter

https://www.suasnews.com/2021/09/fortem-dronehunter-successfully-defeats-drone-threats-in-us-army-test/; https://uk.news.yahoo.com/swarming-animals-help-humans-ai-171354259.html; https://en.wikipedia.org/wiki/Swarm_behaviour 
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Conventional Counters to sUAS Threats
òVictory smiles upon those who anticipate the changes in the character of war, not 

upon those that adapt themselves after the changes occur.ó
     -   Air Marshal Giulio Douhet, Command of the Air, 1921 

http://www.simulyze.com/blog/humanitarian-aid-gets-helping-hand-from-uas-technology
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Conventional Kinetic ï Lethal C -UAS Counters

ÅAdvantages: 
ÅMature technologies; complete 

support structures

ÅQuick action and fast interception

ÅOperators already trained in their 

intended use

ÅLimitations:
ÅCollateral damage can be severe 

ÅDifficulty coping with small, 

fast-moving, or unconventional 

UAVs (i.e. intelligent swarms, sUAS)

ÅUnsuitable for urban warfare or civilian 

agency use

ÅTypically, poor cost-exchange ratio

Critical gaps emerging in kinetic ï only approaches to UAS mitigation 

https://www.csis.org/analysis/cost -and-value-air-and-missile-defense-intercepts; 
https://www.pinterest.com/pin/240379698850836837; https://www.politico.com/news/2023/12/19/missile -
drone-pentagon-houthi -attacks-iran-00132480
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Cost-Exchange Ratio:

(Cost to Defend)

 (Cost to Attack)
Ó 1000

SM-2
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Conventional -Electronic Attack (Conv -EA) Counters
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Å Asymmetric target set ï will likely mirror counter-IED lifecycles and dependencies

Å Adversary ï advanced technology access; system reprogramming; TTP

Å Friendly ï intelligence; system reprogramming; TTP

Å Current EA approaches - deny, degrade, or deceive communication/navigation channels 

Å RF jamming:

Å Broadband  ïpotential for increased effectiveness in multi-threat scenario (swarming UAS or  

multi-channel C2); potential for interference in friendly spectrum

Å Narrowband  ï highly dependent on predictable adversary or up-to-date intelligence; potential to 

miss target vulnerabilities; potential reduced counter-swarm effectiveness

Å EO/IR jamming: Directed Infrared Countermeasures (DIRCM) defend against infrared homing 

missiles by jamming seekers through the sensor aperture

Å Potential collateral damage :

Å An adversary can piggy-back communications on critical ñlocalò networks (GPS, emergency 

response) or incorporate autonomy/beyond line-of-sight (BLOS) capabilities

Primary goal of EA is to prevent the successful reception or transmission of data

https://en.wikipedia.org/wiki/Directional_Infrared_Counter_Measures; http://www.blighter.com/products/auds-anti-uav-defence-
system.html; https://www.lockheedmartin.com/content/dam/lockheed-martin/rms/documents/electronic-warfare/SEWIP-ōǊƻŎƘǳǊŜΦǇŘŦΤΩ 
https://cuashub.com/en/content/bird-aerosystems-secures-approval-for-airborne-missile-protection/ 

DIRCM

DIRECTED ENERGY PROFESSIONAL SOCIETY- DISTRIBUTION A/ Public Release



Conv -EA Vectors to Counter UAS (All Groups) 
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ÅFuture developments in autonomy, artificial 

intelligence (AI), machine learning etc. will be 

problematic for EW

https://www.gpsworld.com/retailers-airspace-undetectable-drones-uav-developments-zoom-ahead/; https://www.quora.com/Are-Russias-explosive-laden-first-person-view-drones-the-biggest-threat-to-tanks-on-both-sides-of-the-600-mile-front-
line-of-Russias-23-month-wider-war-on-Ukraine 

Platform

Payload(s)

Payloads may include:

Communications (Tx & Rx)

Sensors (EO/IR, RF)

Weapons (Energetics, Sensors, Fuses)

Platform may include:

Airframe 

Flight Controls

Communications (Transmitter (Tx) &  

     Receiver (Rx))

Navigation

Critical Platform Subcomponents

Å Attitude/Heading/Reference Systems

Å Radar Altimeter (Tx & Rx)

Å Autopilot

Propulsion

Legend : Green Text Indicates Attack Vector

Threat Evolution Will Require More than Conventional -EA Techniques



Emergence of Fiber -Optic Drone Control Closes EA Vectors
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https://en.defence-
ua.com/weapon_and_tech/fpv_drones_on_fiber_optic_cables_are_tested_on_battlefield_by_russians_such_
uavs_fear_no_jammer-9758.html

F/O spools now have ranges of 50-60 km

ÅInvasion forces of Russia have started using FPV drones 
controlled via fiber -optic  (F/O) cables

ÅñEquipped with a 10 km long fiber optic spool , the drone 
unwinds the cable while navigating through the air, 
maintaining communication with its operator.ò

ÅñThis way of signal exchange makes the UAVs completely 
invulnerable to any electronic warfare systems as they 
operate without reliance on radio communication.ò

ÅñMoreover, it becomes [nearly] impossible for the 
adversary to track down the operator , which relies on 
signal intelligence methods like monitoring radio 
communication between the drone and its pilot.ò

ÅPossible drawbacks are reduced maneuverability and 
impact of F/O cable breakage without backup comms

DIRECTED ENERGY PROFESSIONAL SOCIETY- DISTRIBUTION A/ Public Release



Individual sUAS Conventional Electronic Attack Vectors

Category Attack Vector
Conv.-EA 

Accessibility
Threat Evolution

Platform

Airframe No Materials, Stealth, Signature Control

Flight Controls No Materials, Housing, Flight Control Computers

Communications
Yes (Rx)
No (F/O)

Encryption, RF selectivity, Waveform, 
Directionality, Nulling, Autonomy

Navigation
Yes (Rx)
No (F/O)

Multi -modal, Anti -jam, Encryption, 
Directionality, Autonomy/AI, M -code GPS

Critical Platform 
Subcomponents

No Materials, Housing, OPSEC

Propulsion No Materials, Housing, OPSEC

Payload

Communications
Yes (Rx)
No (F/O)

Encryption, RF selectivity, Waveform, 
Directionality, Nulling, Autonomy

Sensors
Yes (Rx)
No (F/O)

Multi -modal, Directionality, Nulling

Weapons No Materials, Internal carriage

GPS-INS

Integrated GPS Anti-
Jam System (IGAS)

Conformal 
Antennas

UAS SAR

Threat Evolution Exemplars

Current Trends Closing Conventional EA Vectors?
https://www.c4isrnet.com/unmanned/2018/03/26/raytheon-darpa-developing-technology-to-control-drone-swarms/; https://inertiallabs.com/ins.html; http://censintechnology.com/Pharad-UAV-Antennas/; https://www.gpsworld.com/anti-jam-systems-
which-one-works-for-you/; https://www.gpsworld.com/; http://www.barnardmicrosystems.com/UAV/features/synthetic_aperture_radar.html

Fiber Optic 
(F/O) Controls
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Swarming sUAS Conventional Electronic Attack Vectors

Category Attack Vector
Conv.-EA 

Accessibility
Threat Evolution

Platform

Airframe No Materials, Stealth, Signature Control

Flight Controls No Materials, Housing, Flight Control Computers

Communications Yes (Rx)
Encryption, RF selectivity, Waveform, 

Directionality, Autonomy

Navigation Yes (Rx)
Multi -modal, Anti -jam, Encryption, 

Directionality, Autonomy/AI, M -code GPS

Critical Platform 
Subcomponents

No Materials, Housing, OPSEC

Propulsion No Materials, Housing, OPSEC

Payload

Communications Yes (Rx)
Encryption, RF selectivity, Waveform, 

Directionality, Nulling, Autonomy

Sensors Yes (Rx) Multi -modal, Directionality, Nulling

Weapons No Materials, Internal carriage

Swarming reopens possible conventional EA vectors
https://www.c4isrnet.com/unmanned/2018/03/26/raytheon-darpa-developing-technology-to-control-drone-swarms/; https://inertiallabs.com/ins.html; http://censintechnology.com/Pharad-UAV-Antennas/; https://www.gpsworld.com/anti-jam-systems-
which-one-works-for-you/; https://www.gpsworld.com/; http://www.barnardmicrosystems.com/UAV/features/synthetic_aperture_radar.html; Microsoft Copilot rendering of fiberoptic drones in a chaotic aerial tangle as they react to a ground threat

Fiber Optic 
Controls
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Countering sUAS with DEW

òDonõt depend on the enemy not coming; depend rather on being ready for him.ó
  -   Sun Tzu, The Art of War, 5th century BC

https://www.jed-digital.com/jedm/0123_january_2023/MobilePagedArticle.action?articleId=1849231#articleId1849231; https://www.defensenews.com/land/2022/01/13/army-readies-to-deliver-first-set-of-strykers-with-50-kilowatt-laser-weapons/ 21



Why Directed Energy Now?

ÅModern threats are rapidly evolving, and kinetic or 
conventional-EW solutions are no longer sufficient

ÅDE technology has matured with appropriate SWaP-C to be 
integrated across a range of platforms to address UAS 
threats

ÅMany DE systems have been fielded, or are currently being 
prototyped, that have demonstrated the ability to disrupt , 
degrade , disable , or destroy  threat systems

ÅCost-exchange ratios are cost-prohibitive today; will be 
much worse as swarming technology advances

ñScaled Directed Energy will deliver cost-effective high -energy 

solutions to neutralize any threats with unparalleled precision.ò

      HON. Emil Michael, USW(R&E) 

https://www.linkedin.com/posts/ouswre_the-pressing-national-security-challenges-activity-7396232207721455616-i8zm?utm_source=share&utm_medium=member_desktop&rcm=ACoAAAl1gGwBJTrGmryoA7vv1SVP-20JAks14LU
22
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High -Power Microwave/RF Discussion

https://www.epirusinc.com/counter-electronics; http://smalldronesreview.com/2016/02/08/top-list-of-anti-drone-weapons-drone-killers/

άL ƴŜǾer worry about action, but only about inacǘƛƻƴΦέ
    -   Sir Winston Churchill



How High -power Microwave Energy Affects Targets

ÅElectromagnetic Interference (EMI):  is the disruption of an electronic device 
when it is irradiated by an EM field in the RF spectrum. Effects occur very rapidly. 

ÅHow?  RF energy couples into circuits resulting in transient voltages being 
created within the electronic device that can disrupt  its operation, or can even 
be greater than their limits (several Volts), causing breakdown or arcing within 
the chips (i.e. damage )

ÅEnergized circuits often require very little energy to initiate a catastrophic 
device failure ï with most energy supplied by the power supply

ÅSources of EMI : lightning, power lines, leaky microwave ovens, radio towers, 
cell phones, radars, Wi-Fi, Bluetooth, wireless, etc.

1 URSI XXVIth General Assembly in Toronto, August 1999

Can Result In

Intentional EMI: Intentional generation of EM energy to introduce noise or signals into electronic 

systems, thus disrupting, confusing or damaging these systems
24



How Does RF Energy Couple into an UAS?
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Å Intentional Antennas / Receivers: referred to as 
ñFront-Door couplingò for In-Band and Out-of-Band RF 
energy

ÅExclusive path for conventional-EA capabilities

ÅUtilizes RF Antenna (Gain/Effective Area)

ÅNormal RF signal path to sensitive electronics

ÅCan be coupling path for HPM as well

ÅImpacted by protective devices (i.e., limiters, filters)

ÅUnintentional Antennas/Receivers: referred to as 
ñBack-Door couplingò

ÅRF energy enters target via various apertures, 
cables, dielectric skin, etc. 

ÅElectric fields couple onto wires, wire traces, etc. to 
impact electronics

ÅEnergy typically couples into the target via multiple 
pathways simultaneously

RF Energy Can Enter Target via Intentional 

Antennas [i.e., "Front Doorsò] or via 

Unintentional Antennas [i.e., "Back Doorsò]

https://apps.dtic.mil/sti/pdfs/AD1042082.pdf



Directed Energy (HPM/HPRF) Lethality

ÅIn principle, ALL electronic devices can be 

disrupted or damaged by RF energy ; the key 

is whether or not it can be operationally exploited

- HPM Weaponeer  must identify appropriate 

targets (sUAS & controllers), identify desired 

kill mechanisms and outcomes, and field an 

operationally viable weapon that achieves 

those objectives

- sUAS Operator  must identify own weak points 

and defend them against realistic attack 

scenarios (risk vs. cost trades); much more 

difficult than you might think

http://www.militaryaerospace.com/articles/print/volume-27/issue-11/special-report/the-dawn-of-counter-drone-technologies.html

Low -cost surrogates support development of HPM/HPRF 

target probability of effect (Pe) curves
26DIRECTED ENERGY PROFESSIONAL SOCIETY- DISTRIBUTION A/ Public Release



Examples of U.S. HPM/RF Weapons for c -UAS
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https://www.leonardodrs.com/what-we-do/products-and-services/specialized-portable-electromagnetic-attack-radiator-spear/
https://www.epirusinc.com/counter-electronics; https://www.prnewswire.com/news-releases/epirus-general-dynamics-land-systems-unveil-integrated-counter-electronics-system-stryker-leonidas-301641006.html

Å Impulse Radiating 
Antenna (IRA)

Å Very short pulse-width
Å Instantaneous Ultrawide 

Bandwidth Radiator

Å SPEAR provides a 

portable, compact, and 

deployable UWB HPM 

source 

ÅEpirusᾷ family of Leonidas  systems utilize solid-

state narrowband HPM to achieve counter-

electronics effects against UAS targets

Å Utilizes software-defined Active Electronically 

Scanned Array (AESA) with AI-enabled power 

management to drive solid-state repetitively pulsed 

GaN tunable narrowband power amplifiers



HPM Weapons are Effective for Counter -SWARM due 
to Large -Area Engagements at Operationally Useful 
Ranges

No HPM

HPM On
~0 Sec

HPM On
1 Sec

HPM Off
< 2 Sec

Epirus Leonidas HPM system 
shoots down 49 drones in a single 
2-second engagement. 

https://www.tomshardware.com/tech -industry/high -power -microwave -system-downs-49-drones-in-one-
shot-weaponized-electromagnetic-interference-erases-drone-swarms-en-masse

28



Worldwide HPM/RF Weapons for c -UAS
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https://www.twz.com/air/massive-chinese-anti-drone-high-power-microwave-weapon-emerges; https://www.asianmilitaryreview.com/2025/03/atlas-high-power-microwave-device-advancing-rd-for-cost-effective-
counter-drone-systems-nsbt/; https://www.ukrinform.net/rubric-ato/3480276-russians-use-ewarfare-systems-to-jam-radio-signal-general-staff.html; https://dsm.forecastinternational.com/2024/05/16/uk-
developing-drone-killing-radio-weapon/; https://www.ir-ia.com/news/russia-develops-microwave-gun-that-can-disable-drones-and-warheads/

Chinese HPM Japanese HPM Japanese HPM

Russian HPM UK HPM Russian HPM
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https://bluehalo.com/product/locust-laser-weapon-system-lws/; https://breakingdefense.com/2018/03/first-combat-laser-for-navy-warship-lockheed-helios/
http://www.airforcemag.com/Features/Pages/2017/November%202017/Lasers-Coming-to-USAF-Fighter-Jets-By-2021.aspx ; https://www.defensenews.com/land/2022/01/13/army-readies-to-deliver-first-set-of-strykers-with-50-kilowatt-laser-weapons/

High -Energy Laser Discussion



Basic High -Energy Laser Weapon Attributes
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ÅBegins delivering energy to the target at the ñspeed of lightò
ÅIdeal for long range targets or if quick reaction is needed
ÅInsensitive to threat maneuvers 

ÅHEL places a focused spot of light (visible or IR) on a target  
ÅRapidly heats a small area on the target 
ÅEffect is similar to a ñblowtorchò

ÅBeam dwell time is required to cause damage 
ÅSimilar to a plumberôs torch soldering a copper-pipe joint
ÅHeating rate determines target kill-time (energy deposited)

Penetration times are 

highly material 

dependent

Graphic used with permission NSWC Dahlgren, HEL Lethality Group; https://www.army.mil/article/167447/HEL_MTT_fires_away_during_MFIX_2016



HEL: Target Vulnerability Characterization
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Å Larger UAS targets necessitate acquiring the target and 
analyzing its functions and sub systems

Å Failure Modes Effects Analysis (FMEA)  results in a target 
vulnerability characterization

Target geometry model

Component properties and damage criteria

Failure Analysis Logic Tree (FALT)

Results in HEL aimpoints, each with a required fluence for a particular damage criteria

Graphic used with permission NSWC Dahlgren, HEL Lethality Group; lhttps://www.army.mil/article/167447/HEL_MTT_fires_away_during_MFIX_2016

Å sUAS Present a simplified target approach

Å Targets readily available for acquisition and 

testing 

Å FMEA characterization 

Component properties and damage criteria 

easily determined

FALT normally yields ñcenter-of-massò targeting



Examples of U.S. HEL Weapons for c-UAS
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https://www.defenseadvancement.com/news/laser-weapon-system-delivered-for-p-hel-program/;  https://www.defensenews.com/land/2022/01/13/army-readies-to-deliver-first-set-of-strykers-with-50-kilowatt-
laser-weapons/; https://aviationweek.com/defense-space/missile-defense-weapons/mortars-drones-shot-down-stryker-mounted-50-kw-laser

Å LOCUST: scalable output power (2-20 kW) laser 
weapon for a wide variety of missions such as   
c-UAS, c-ISR, and Short-Range Air Defense 
(SHORAD). Self contained transportable system 
that includes an HEL, beam control system, 
power, thermal, and safety systems

Å A Kord /Raytheon team has demonstrated that 
a Stryker combat vehicle-mounted, 50-kW laser 
weapon system can shoot-down 60-mm mortars 
and drones, during an operational assessment 
at White Sands Missile Range



Worldwide Laser Weapons for c -UAS
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https://www.theguardian.com/world/2025/sep/03/nuclear-triad-robot-wolves-china-weapons-parade; https://www.joint-forces.com/defence-equipment-news/84337-eos-holdings-100kw-helws-technology-order; https://militaryleak.com/2022/07/18/uks-dragonfire-laser-
directed-energy-weapon-ldew-proving-trials-underway/, https://economictimes.indiatimes.com/news/defence/israel-tests-new-cheaper-laser-based-missile-defense-system-amid-hamas-rocket-attacks/articleshow/104495136.cms?from=mdr; https://maritime-
executive.com/article/before-houthi-attack-china-s-navy-lasered-a-surveillance-plane-off-yemen; https://euromaidanpress.com/2025/04/19/frontline-report-ukraines-sci-fi-laser-weapon-tryzub-blinds-russian-pilots-and-melts-drones-mid-air/; https://www.ireeda.com/news-
x.php?id=481

Chinese Laser on Truck Chinese Laser on Ship Chinese Laser: Exported to Saudi Arabia 

Israeli ñIron Beamò 100 kW LaserAustralia EOS 100 kW Laser Ukrainian ñTryzub (ñTridentò)ò LaserUK ñDragon Fireò 50 kW Laser



Electromagnetic -Attack Vectors to Counter UAS 
(All Groups) 
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Platform

Payloads

Electromagnetic Attack Provides a Robust C -UAS Capability

ÅCombination of conventional-EA with DEW increases attack options and range of 
effects (deny, degrade, deceive, destroy)

https://www.quora.com/Are-Russias-explosive-laden-first-person-view-drones-the-biggest-threat-to-tanks-on-both-sides-of-the-600-mile-front-line-of-Russias-23-month-wider-war-on-Ukraine 

Platform typically includes:
Airframe 
Flight Controls
Communications (Tx & Rx)
Navigation
Critical Platform Subcomponents
Propulsion

Payloads typically include:
Communications (Tx & Rx)
Sensors (EO/IR, RF)
Weapons (Energetics, Sensors, Fuses)

Legend : Green Text Indicates Attack Vector



Vignette: UAS Swarm Attack on Airport
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ñThe Pentagon is limited in its ability to conduct open-air electronic warfare tests and 

training exercises at the joint level due to overcrowding in the spectrum, a lack of adequate 

ranges and frequent interference é That includes world class test ranges, modeling and 

simulation and testing ourselves against the most exquisite capabilities that are out there.ò

- VADM Richard Correll, Deputy Commander, USSTRATCOM

https://defensescoop.com/2025/10/30/richard -correll -strategic-command-electronic-warfare/



Multiple Stationary Targets, in Addition to Aircraft on Approach or Taking Off

Airports Present a Complex Environment

http://developer.x -plane.com/2013/10/10 -25-beta-1-released/kpne_far/
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June 2025: Ukraine Targets Russian Airfields in 
Major Drone Attack

RussianTu -95 ñBEARò (TUPOLEV) 

Strategic Bomber Å Four airbases attacked deep within Russia

Å More than 30% of Russiaôs strategic bombers 

destroyed

Å Over 40 Tu-95 aircraft in flames

Å Drones contained in disguised shipping containers 

with remotely controlled retractable roofs

Å Some drones cost as little as $500 taking out 

multimillion-dollar aircraft

https://abcnews.go.com/International/russian -railway -bridges-collapse-2-regions-bordering -ukraine/story?id=122391100 38DIRECTED ENERGY PROFESSIONAL SOCIETY- DISTRIBUTION A/ Public Release



https://earth.google.com/web/@27.98249066, -
82.53235496,20.80931011a,413.81174644d,35y,41.03997904h,82.82123743t,0r/data=CgRCAggBMikKJwolCiEx
Y2FJNUpCN1hzdkZiSEhJVU9OYmdac1hyQW8weGt4dHEgAToDCgEwQgIIAEoICJzwxJcDEAE

Vignette: Notional Airport Defensive Capabilities

HPM

Laser/ EO

ES/EA

39DIRECTED ENERGY PROFESSIONAL SOCIETY- DISTRIBUTION A/ Public Release



Complexities of Non -Kinetic Lethality (Example: HEL) 
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ÅProbability of Kill (P k) is a function of:

- Irradiance [W/cm2] on target

- Target susceptibility = ä(fluence [J/cm2] on a 
particular aimpoint)

- Engagement time (not instantaneous) = 
ä(irradiance, target susceptibility)

Å Pk Estimation is Complicated by:

- Propagation = ä(turbulence, extinction, thermal 
blooming, etc.) 

- Target aimpoint maintenance = ä(susceptibility, 
selection, aspect angle=ä(time))

- Range = ä(time)

- HEL system jitter, power, beam quality, etc.

- Target kill mechanism

Tactical Decision Aids (TDAs) are required to improve operational viability
https://www.reidmiddleton.com/projects/uscg-sector-command-center-yerba-buena-island   

Airport Security Command & Control

DIRECTED ENERGY PROFESSIONAL SOCIETY- DISTRIBUTION A/ Public Release



Advanced electromagnetic warfare systems are integrating 
AI to counter drone swarms through faster detection and 
smarter decision -making. 

Å Honeywellôs SAMURAI System uses AI to enable 
target discernment  (e.g.: distinguish Leader sUAS from 
Wingmen sUAS for targeting)

Å Lockheed Martinôs Sanctum System uses AI to help 
operators match weapons  (EW, HEL, HPM) and 
desired effects to drone types  and automate 
decisions  based on rules of engagement

Å Leonidas AR : High-Power Microwave Robot uses 
AI to fine -tune frequency bands, define safe zones, and 
adapt to mission needs in real time  (assess effectiveness) 

https://breakingdefense.com/2025/09/ai-will-make-drone-threats-a-nightmare-it-could-also-save-us/; 
https://www.euronews.com/2024/11/16/russias-new-war-tactic-hiding-deadly-drones-in-swarms-of-decoys; 
https://www.tectonicdefense.com/epirus-and-general-dynamics-team-up-on-c-uas-robotic-ground-vehicle; 
https://www.youtube.com/watch?v=M5YyDGfKhE8&t=4s; https://jweasytech.com/2025/10/03/honeywell-demonstrates-counter-swarm-
drone-technology-to-military-operators/

AI is becoming essential to countering 

drone swarms

AI Contributions to Counter Intelligent sUAS Swarms

Lockheed Martin Sanctum

Leonidas AR

ñ. . . Operation False Target , . . . intended 
to force Ukraine to expend scarce 
resources to save lives and preserve critical 
infrastructure, . . . 

Neither radar, sharpshooters nor even 
electronics experts can tell which drones 
are deadly in the skies .

Unarmed decoys now make up more than 
half the drones targeting Ukraine . . .ò

Intelligent threat swarm exemplar :

Honeywell SAMURAI

41DIRECTED ENERGY PROFESSIONAL SOCIETY- DISTRIBUTION A/ Public Release



Kinetic?

Representative Integrated EW / DEW sUAS Kill Chain
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DECIDE

ÅDetermine attack timetable 
(i.e. midair target)

ÅPotential for collateral 
damage?

ÅPrioritize targets

ÅDecide to Engage, select 
EW or DEW

ENGAGE

ÅDeconflict airspace

ÅCoordinate engagements 
(EW/DEW)

ÅSet aimpoints and time durations 
for engagements

ÅDetermine EW/DEW 
effectiveness

DETECT IDENTIFY DECIDE ENGAGE ASSESS

sUAS?

No

Detect

End

Display

Time?*

HEL/HPM 

Prep

Yes

EW 

Engage

DEW 

Engage

> X min Decision Point for 

Effectiveness?

< X min
No

Assess
Yes

Assess

IDENTIFY

ÅCategorize contacts

ÅDiscriminate from 
bird(s) or other

ÅEO/IR Identify

ÅDetermine if hostile

ÅReady DEW systems

ASSESS

ÅDetermine if swarm 
neutralized

ÅRe-Attack required?

ÅResort to kinetic?

ÅRecover/Evaluate

ÅNotify authorities

ÅResume operations

DE augments EW engagement options to 

reduce timelines for defeating sUAS threats

* Overall systems analysis and engagement timelines will dictate required timing of events.

Yes

As number of threats increases, manual processes reduce responsiveness

DETECT

ÅAcoustic cue

ÅRF cue

ÅRadar cue

ÅEO/IR cue

ÅExternal data

DIRECTED ENERGY PROFESSIONAL SOCIETY- DISTRIBUTION A/ Public Release



AI Reduces Timeline Here
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AI Reduces Timeline Here

Potential AI Impacts on Integrated EW / DEW sUAS Kill 
Chain
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DECIDE

ÅDetermine attack timetable 
(i.e. midair target) [AI]

ÅPotential for collateral 
damage? [AI]

ÅPrioritize target(s) [AI]

ÅCorrelate weapon-target 
pairings (EW/DEW) [AI]

ENGAGE

ÅDeconflict Airspace [AI]

ÅCoordinate engagements 
(EW/DEW) [AI]

ÅSet aimpoints and time durations for 
engagements [AI]

ÅDetermine EW/DEW effectiveness 
[AI]

DETECT IDENTIFY DECIDE ENGAGE ASSESS

sUAS?

No

Detect

End

Display

Time?*

HEL/HPM 

Prep

Yes

EW 

Engage

DEW 

Engage

> X min Decision Point for 

Effectiveness?

< X min
No

Assess
Yes

Assess

IDENTIFY

ÅCategorize contacts

ÅDifferentiate from 
bird(s) or other [AI]

ÅDetermine if Hostile [AI]

ÅEO/IR validation

ÅReady DEW systems

ASSESS

ÅDetermine if swarm 
neutralized [AI]

ÅRe-Attack required? [AI]

ÅResort to kinetic? [AI]

ÅRecover/Evaluate

ÅNotify authorities

ÅResume operations

* Overall systems analysis and engagement timelines will dictate required timing of events.

Yes

AI can help reduce timelines to increase likelihood of defeating threat sUAS swarm 

DETECT

ÅAcoustic cue

ÅRF cue

ÅRadar cue

ÅEO/IR cue

ÅExternal data

AI augments decision making to further 

reduce timelines for defeating sUAS swarm

* Overall systems analysis and engagement timelines will dictate required timing of events.
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https://earth.google.com/web/@27.98249066,-

82.53235496,20.80931011a,413.81174644d,35y,41.03997904h,82.82123743t,0r/data=CgRCAggBMikKJwolCiExY2FJNUpCN

1hzdkZiSEhJVU9OYmdac1hyQW8weGt4dHEgAToDCgEwQgIIAEoICJzwxJcDEAE
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*
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sUAS Leader

Vignette: Swarm Attack Presentation

*

ɲ

Legend:

sUAS Leader

sUAS Wingman

sUAS Aimpoints

sUAS Wingman
Terminal

Terminal

Aircraft

Scenario presents an extremely complex environment for decision making

44

HEL

HPM

Aircraft on 
Takeoff
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